Kak akcnopTupoBaTtb (pas1 OTKPbITOro KJjkouda

DKCnopTMpoBaTb aiaa OTKPbITOro KK4a MOXHO O4HMM M3 cnocoboB:

® DKCNopT M3 XpaHunuuwa JInyHble
® >SkcnopT daina oTKpbITOro Kato4va ¢ noMmolbto Kpuntollpo
® DSKCnopT OTKpbITOro knto4va DSS

DKCNOPT U3 XpaHunuiua JIndHble

nsa skcnopTa daina oTKpbITOro Ktoya M3 XpaHunuiwa JInuHble BbINOHUTE cregytoluee:

1. Bbibepute MeHto «lyck» («HacTponku») «[laHenb ynpaBneHus» «CaoiicTBa ob6o3peBatena» («CBolcTBa 6paysepa») unm
yKaxwuTte B CTpoke noucka Ha naHenn Windows «CsoicTBa 6pay3epa» 1M HaXMUTe Ha HUX.
2. Bbibepute Bknaaky «CogepxxaHue» M HaXMuTe Ha KHomnky «CepTtudunkatbl».

) "
N0 Ceoiictea: MHTepHeT ? >
Obuye BesonacHocTe K oHdMa EHUMENEHOCTE
CogepaHne MoaKnoYeHa MporpamMmbl JononHKWTensHo
CepTHhuKaThI
CepTUQMKaTE MCNONEZYIOTCA ANA WHPPOESHHEIX
ﬁ NOAKMHYEHWA M YLOCTOBEDEHMA NMOLNMHHOCTH,
OYMCTHTE S50 CepTHhMKETHI Mznatenn
ABTO3aN0NHEHWE
ABTO3aNONHEHWE 38NOMMHAET PaHes MNapamMeTpel

3 2 BBOOMBLUMECA AaHHBIE M NOACTABENAET
NoaXo4ALWME CTPOKH,

Bef-aHane! v seb-bparveHTel

| 7— Beb-kaHans! 1 sel-hparMeHThl MapaMeTpel
7| nNpeAccTaEnAT obHoBNAEMOE

cofem+uMoe Beb-CaliTos, KoTopoe
MOMHO MPOYHMTETE C NOMOLLBHD
Internet Explorer i1 Apyrux Nporpamm,

QK OTMeHa MPHMEHMTE




3. HailauTte B cnucke HyXHbI cepTUdUKAT U HAXKMUTE Ha KHOMKY «DKCMOpT».

& Ceptudmkartel

HazHaqueHue: <Beoa>

MadHels  Apyrie nonb3osaTend  MpoMEsyToYHBIE LEHTPLI CEpTHMKELIM ﬂuBEpEHHt:_*

s

|

=]

KeM BblaaH MoHATHOE MMA

KoMy BelaaH

Cpok ge...

Communications Se 23.06.2019 <HeT

MMnopT... | Yoanute | JononHKTENBHD
HazHaueHuA cepTHdMKaTa
MpoBepka No4NMHHOCTH KNWEHTa
MNpocMoTp
I 3aKPEITE I

4. Ecnu B cnucke OTCYTCTBYET HYXHbIW cepTudukar, nepengute K 3KCNopTy ¢ nomolubio Kpuntollpo.

5. B okHe «MacTep akcnopTta cepTudunKaToB» HaXMUTe Ha KHOMKYy «[lanee».



https://support.kontur.ru/pages/viewpage.action?pageId=52857403#id-%D0%9A%D0%B0%D0%BA%D1%8D%D0%BA%D1%81%D0%BF%D0%BE%D1%80%D1%82%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D1%82%D1%8C%D1%84%D0%B0%D0%B9%D0%BB%D0%BE%D1%82%D0%BA%D1%80%D1%8B%D1%82%D0%BE%D0%B3%D0%BE%D0%BA%D0%BB%D1%8E%D1%87%D0%B0-%D0%AD%D0%BA%D1%81%D0%BF%D0%BE%D1%80%D1%82%D1%84%D0%B0%D0%B9%D0%BB%D0%B0%D0%BE%D1%82%D0%BA%D1%80%D1%8B%D1%82%D0%BE%D0%B3%D0%BE%D0%BA%D0%BB%D1%8E%D1%87%D0%B0%D1%81%D0%BF%D0%BE%D0%BC%D0%BE%D1%89%D1%8C%D1%8E%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%9F%D1%80%D0%BE

6. Bbibepute «HeT, He 3KCNOPTUPOBATbL 3aKPbITbl KKOY» U HaxXMWUTe «[anee».

& L% Macrep 3kcnopTa cepTUMKETOE

SKCNOPTHPOBAHWE 2AKPLITOND KNKU3
Bbl MOMKETE SKCNOPTHPOEATE 3aKPLITLIA KNKKY BHECTE C CepTMDMKETOM,

SEKPEITEIE KNKYM 3EWMILEHE] NAPoNEM. YTobkl 3KNOPTHPOBATE 3EKPEITEIN KHOY
EMECTE C CEPTMRMKATOM, YKEKMTE Napos.

Biel XOTWTE SKCMOPTMPOBATE S3KPEITEIA KNKDY BMECTE © CEPTHHMKETOM?

fla, 3KNopTUPOBETE SaKPBITHIA Ko

|@ HeT, HE 3KCMOPTHPOBATL 3EKPEITEIN K4

MpHMMEYEHME, COOTEETCTEYIOWMIA 33KPLITEIN KDY OTMEYEH KaK 3anpeLLeHHEI Ana
3KCNOPTa. MOMHO 3KCMOPTMPOEETE TOMBKO CEpTUdMKAT.

e




Bbibepute «®Pannbl X.509 (.CER) B koanpoBke DER» u HaxXMuTe Ha KHOMKy «[anee».

€ % MacTep 3kcnopTa cepTHdUKaTos

dopmar akcnopTupyemoro daina
CepTUhMKATEI MOrYT BRITE SKMOPTHMPOESHEI B PAZNMYHEIN DOPMATaX.

BrlfepuTe GOPMaT, KOTOPEIA BEl XOTWTE MCNONB30BATL!

| (®) daiine X.509 (.CER) B koanposke DER

(") tafine %.50% {.CER) B koavposxe Base-64
() CTaHmapT Cryptographic Message Syntax - ceprudmkaTel PKCS #7 {p7b)

BrniounTs No BOSMOXHOCTI BCE EEDTHEIJMKEITI:I B NyTb EEDTMEIJHK&LIHM

Dain ofMeHa NMUHoA MHDopMalen - PKCS #12 ((FFX)

BRAKDYMTE NO BOIMOMKHOCTH BCE CEPTHRMKATE! B NYTh CEPTHRMKALN
YAAMMTE SEKPBITHIA KW MOCAE YOMEWHOrD SKCNOpTa
SKCNOPTMPOEATE BCE PACLUMPEHHEIE CBOMCTEA

BHMOUMTE KOHDMEHLMENEHOCTE CEPTHDMKATS

XPEHUMHLLE CEPHANME0BEHHEIX CepTudMKaToE {L55T)

I Jdanee | Otmena

8. Haxmwute Ha kHoMKy «O630p», YKaXUTe UMS 1 KaTasor s coxpaHeHust daina u HaxmuTte «CoOXpaHUTb>».
CoxpaHeHne x
&« v <« Pabouwii cton » cepTudmkar v @ Mowck: ceprudmkar p ]
Y¥nopagounTe ¥ Hoean nanka - 9
~
nern Nata uameHeHnA Tun
3 BricTpeIi gocTyn
Her 3nemeHTos, yA0BNETEODPAMBLLNK YCIOBMAM NOWCKE.
f@ OneDrive
3 3ot komnstoTep
¥ Cete
£ >
Wma daiina: V|
Tun daiina: EﬂBOHHHhIE daine X.509 (*.cer) 8 koauposke DER w~ .
A Coprre e

9. Haxmute Ha KHonKy «[anee».
10. HaxmuTte «l[0TOBO». [OoXANTECH COObLLEHMS 06 yCMELWHOM 3KCnopTe.



DKCMopT dansa oTKPbITOro Kao4da ¢ nomowbto Kpuntollpo

[Ons akcnopTta dalina oTKpbITOro Kat4ya ¢ nomoubio Kpuntollpo:

1. Bbibepute MeHto «lyck» «MNaHenb ynpasneHuna» «Kpuntollpo CSP» nnu ykaxuTte B CTPOKE NOUCKA Ha naHenm
Windows «KpunTtollpo CSP» 1 Ha>XMuTe Ha Hero.

2. BbibepuTte Bknaaky «CepBMUC» M HAXMUTE Ha KHOMKY «IpOCMOTPETb CepTUdMKATLI B KOHTEHEpe».

[ Kpwnrtollpo CSP x
ANroprTMbl BesonatHoCTE Winlogon HacTpoiikm TLS
DfLLme DbopynoBaHME Cepanc JononHATENEHD

KOHTEAHED ZaKPEITOrD KNOYE

3TH MacTepa NoO3B0NAKT NPpOTECTUPOEATE, CKOMMPOBEATE MNKM
¥OoanuTe KL'.IHTEIT1HE|:I 3IAKPBITOrD KNkD4Ya C HOCMTERA.

I [MpoTeCTHPOEaTh... I CronupoBaTh. .. Ynanute...

CepTHRMKATEI B KOHTERHEPE SaKPEITOMD KMDYE

ITOT MACTEP NOSEONAET NPOCMOTPETE CEPTHIMKATEI, HEX0AALMECH
B KOHTEAHEDE 33KPBITOMD KNKDYE, M YCTAHOBMTE WX B XDaHUNKHLLE
CEPTUHMKETOR,

MpoCMOTPETE CEPTHUDMKATEI B KOHTEMRHEDE. ..

MAYHEI CepTIDUKET

3TOT MECTEP NO3BONAET CBASETE CEPTUMKAT M3 daina C
KOHTERHEDOM 33KPEITOD KNHOYE, YCTAHOBME STOT CEPTUDQMKAT B
XPEHUIHLLE,

YCTAHOBUTE NMMYHBIA CEPTUDMKET. ..
Maponi 3aKpbIThIX KNHYE

STW MACTEPS NOSEONADT M3MEHMTE Naponk (TMH-koab!) 3aKpeTeX
KMKOYER AW YOANWMTE 3aN0MHEHHEIE PSHEE NEP0NM,

MzMeEHWTE Napans. .. ¥YAanuTh ZanoMHEHHEIE NAponu. ..

Ok OTtmena FpurMertTs

3. B OTKPbIBLIEMCS OKHE HaXXMUTe Ha KHOMKy «0630p>», 4Tobbl BbI6paTh KOHTENHEP ANS NpoCMOTpa.



4. MMocne Bblibopa KOHTeWHepa HaxMuTe «OK».

{8 Kpunrolpo CSP X
0:09:52

Brifop KNHOYEBOro KOHTENHEPE
B crWcKe NoKasbiBaTs:

(®) [pyxecTEeHHEIE MMEHa () ¥rHuKkansHele MMeHa

CrMCoK KNKYEEEIX KOHTEAHEPOE NONEZ0EaTENA:

2
CunTeiEaTtens  MMA KOHTERHEpPS

29135068@2019-03-05-A0 NP CKE KoHTyp

| Omena

5. Haxmute «[Janee».
Mpu nosiBneHnn cooblieHne «B KOHTEHepe 3aKPbITOro K4a OTCYTCTBYET OTKPbITbIN K04 WNdpoBaHWS» AN NONyYeHUs
arina OTKpbLITOro Ko4va obpatutech B Cyx6y TEXHUYECKON NoaaepXKn no aapecy help@kontur.ru. B nucbme ykaxute NMHH
n KIMM opraHMsaumm, a Takxe AaHHble cepTudurkaTta (cpok aenctems n ®UO Bnagenbua).

6. Haxmute Ha kHonky «CBOWMCTBa».

[{2 CepTudunkaTel B KOHTEAHEpE 3AKPLITOTD KIMYE d
CeprndmkaTt ona npocMoT pa
MpocMOTPUTE M BeIDEPUTE CEpTUOMKET ﬁg
CepTHhMKET: | Kaw Oner EBreHbesmy |
CyfbexT: | PHC ©CC=0000000012, MHH=006593000000, E=kats@skbkontur.ru, c=|
MoCTaBLULMK: | QOrPH=0000000000000, MHH=000000000000, STREET =¥ nbAHoBCKaA 13|
AelicTBUTENEH C: | 7 anpena 2016 r. 16:31:00 |

AeRcTEBMTENEH NO: | Fanpena 2021 r. 16:40:00 |

Cepwiiiii Homep: | 6B4B DOAF 0000 0003 ACE3 |

¥CTAHOBWTE CBOWICTEA. ..

Ofzop...

<o o


mailto:help@kontur.ru

7. Bbibepute Bknaaky «CocTaB» M HaXMUTE Ha KHOMKy «KonupoBaTb B caisi».

an Ceptudukar >

Ofwme COCTEE  MMyThb cepTUdMKELIM

MokasaTe: | <Bcez e

Mone 3HIYEHME 2

BEEI:ICHH V3

= | CepuitHeii Homep 6b4ah00af00000003ac63

D.ﬁ.nrnpum NOANHCA MICT P 34.11/34. 10-2001

Dxam—anrupmm noAnKo MCT P 34.11-94

DM3£LETEJ1I:- IUC Test (Qualified), YoocTose...

D,ﬂeﬁnBHTEHEH C Janpena 2016, 16:31:00

D,ﬂeﬁnsuTEHEH no Janpena 2021 r, 16:40:00

=l e AGN41734557 4700460174754 N
CBOICTES. .. KonMpoBaTh B diain. ..

8. B okHe «MacTtep akcnopTa cepTudurkaToB» HaxmuTe «[Janee».



9. BblbepuTe «HeT, He 3KCNOPTUPOBATb 3aKPbIThbIV KAKY» U HaxXMuTe «[anee».

& L% Macrep 3kcnopTa cepTUMKETOE

SKCNOPTHPOBAHWE 2AKPLITOND KNKU3
Bbl MOMKETE SKCNOPTHPOEATE 3aKPLITLIA KNKKY BHECTE C CepTMDMKETOM,

SEKPEITEIE KNKYM 3EWMILEHE] NAPoNEM. YTobkl 3KNOPTHPOBATE 3EKPEITEIN KHOY
EMECTE C CEPTMRMKATOM, YKEKMTE Napos.

Biel XOTWTE SKCMOPTMPOBATE S3KPEITEIA KNKDY BMECTE © CEPTHHMKETOM?

fla, 3KNopTUPOBETE SaKPBITHIA Ko

|@ HeT, HE 3KCMOPTHPOBATL 3EKPEITEIN K4

MpHMMEYEHME, COOTEETCTEYIOWMIA 33KPLITEIN KDY OTMEYEH KaK 3anpeLLeHHEI Ana
3KCNOPTa. MOMHO 3KCMOPTMPOEETE TOMBKO CEpTUdMKAT.

e




10. B okHe «®opmaT 3kcrnopTMpyemoro davina» Bblbepute «®aiinbl X.509 (.CER) B koagnposke DER» u HaxmuTe «[anee».

X

€ % MacTep 3kcnopTa cepTHdUKaTos

dopmar akcnopTupyemoro daina
CepTUhMKATEI MOrYT BRITE SKMOPTHMPOESHEI B PAZNMYHEIN DOPMATaX.

BrlfepuTe GOPMaT, KOTOPEIA BEl XOTWTE MCNONB30BATL!

| (®) daiine X.509 (.CER) B koanposke DER

(") tafine %.50% {.CER) B koavposxe Base-64
() CTaHmapT Cryptographic Message Syntax - ceprudmkaTel PKCS #7 {p7b)

BrniounTs No BOSMOXHOCTI BCE EEDTHEIJMKEITI:I B NyTb EEDTMEIJHK&LIHM

Dain ofMeHa NMUHoA MHDopMalen - PKCS #12 ((FFX)
BRAKDYMTE NO BOIMOMKHOCTH BCE CEPTHRMKATE! B NYTh CEPTHRMKALN

YAAMMTE SEKPBITHIA KW MOCAE YOMEWHOrD SKCNOpTa
SKCNOPTMPOEATE BCE PACLUMPEHHEIE CBOMCTEA
BHMOUMTE KOHDMEHLMENEHOCTE CEPTHDMKATS

XPEHUMHLLE CEPHANME0BEHHEIX CepTudMKaToE {L55T)

I Jdanee | Otmena

11. HaxmuTte Ha KHOMKy «0630p», YKaXunte MMsi U KaTanor Ansi coxpaHeHms danna n Haxmmte «CoxpaHuTb».
CoxpaHeHne x
&« v <« Pabouwii cton » cepTudmkar v @ Mowck: ceprudmkar p ]
Y¥nopagounTe ¥ Hoean nanka 9
~
nern Nata uameHeHnA Tun
3 BricTpeIi gocTyn
Her 3nemeHTos, yA0BNETEODPAMBLLNK YCIOBMAM NOWCKE.
f@ OneDrive
3 3ot komnstoTep
¥ Cete
£ >
Wma daiina: v|
Tun daiina: EﬂBOHHHhIE daine X.509 (*.cer) 8 koauposke DER w~ .
A Crpus s =

12. HaxmuTe Ha KHonKy «[anee»



13. Haxmute «loToBO». [loXauTech coobLlieHns 06 ycnewHoM aKcrnopTe.
Ecnu akcnoptupoBaTb cepTUdUMKaT He yAanocb HU NMepBbiM, HU BTOPbIM CNOCOOOM, TO A4Sl NofyyeHus daliia OTKPbITOro Kiya
cnepyet ob6paTuTbCs B CNyxby TEXHMUYECKON noaaepxku no agpecy help@kontur.ru, ykaszas MHH n KIMM opraHmsaumm, a Takxe
[aHHble cepTudukarta (cpok gencrtems u ®UNO Bnagenbua).

DKCNOPT OTKPbITOro Knoya DSS

Ecnn ncnonb3yetcsa ceptudmkaTt DSS, To Ans aKCcnopTa OTKPbITOro Kio4da ceptudukaTa:

1. MepengunTte B NMYHbBIN KabUHET yA0OCTOBEPSIOLLErO LleHTpa U aBTOpM3ynTecb B HEM MO HOMepy TenedoHa.
2. B cnucke cepTudurKaToB BbibepuTe TOT, OTKPbITbIN KOY KOTOPOr0 HYXHO MONMYYUTb, U HAaXMUTE Ha Hero.

@
3. Haxmute «locMoTpeTb AaHHbIE».

Ceprudwmkar rotos k pabore! MapameTpbl a ©
O3HakoMBLTECH C NPasrAaMK Bnageney NpaxruHan NliogMuna AnekcaHApoBHa
WHhOPMaUMOHHOKW Be3onacHoCT Ha
MOBUBHOM YCTPOMCTBE U YCNOBUAMM WHH 661234567823
YAaNEHHOTO NCMOAb30BaHMA KAKOYa .

Tun ceptudukara KeanuduuymposarHsiv, DSS &
noanucy.

Kpuntonpoeahaep Kpunrolpo DSS

Wzpatens 000 "PCU WHpo "Byxrantep”

Cpok AeiCTBUA 1 okTR6pA 2022 - 1 AxBapa 2024

4. CkayvanTe unun oTKpoWTe Ans NpocMoTpa dain OTKPbITOro Katoya ceptudukara.

Ecnu Bbl NnaHupyeTe oTNpaBnaTb (ain OTKPLITOro Ktoya B Cyx6y TEXHUYECKON NOAAEPXKMN Ha 3/IEKTPOHHYIO MOYTY, TO NMOMECTUTE
ero B apxme. [Jna 3TOro HaXXMMTe NpPaBon KHOMKOW MbIlWK N0 ¢analy OTKPbITOro Kak4ya u Bbibepute NyHKT MeHto «[Jo6aBuTb B apxue»
(Add to archive) nnu nyHkT «7 Zip» — nobasutb daiin B apxms.


mailto:help@kontur.ru
https://i.kontur-ca.ru/

	Как экспортировать файл открытого ключа

